LIFARS OVERVIEW

From Cyber Resiliency Services to Cybersecurity Emergency Response Services
INCIDENT RESPONSE
IR Retainer
Develop a custom retainer for your
business needs to safeguard against attacks,
and to reduce costs and maximize ROI.
Data Breach Response
Resolve emergencies quickly with LIFARS
expertise and decades of experience.

Data Exﬁltration Digital Forensics
Examine relevant enterprise systems for
remanence of sensitive data staging and
network transfers.
Incident Investigation & Response
Analyze lateral movement from indicators
of compromise, conduct reverse malware
engineering, and ensure containment.
Remediation Management

FORENSIC INVESTIGATION
Digital Forensics
In-depth to discovery of root cause, complete
remediation & business restoration, plus
forensic evidence gathering for legal action.
Mobile Forensics
Progressive methodologies used to
gather evidence from calls, chats, images,
video, and hidden artifacts.

RANSOMWARE

Resolve threats, strengthen your security
resilience, and safely restore business operations.

SECURITY ASSESSMENT
Penetration Testing
Uncover gaps or threats, identify vulnerabilities,
and prioritize your plan of action to mitigate risk.
Threat Assessment Test
Detect existing threats in the infrastructure and
understand the threat landscape, an important
part of holistic security.

Ransomware Readiness

Compromise Assessment Test

Prevention though strategic audits,
security awareness training, and red
team real attack simulations.

Run red team exercises to test and strengthen
your Incident response plans.

Ransomware Forensic Response

Analyze the security of your code and generate
a priority list for repair to ensure that your
applications are safeguarded.

Examine digital evidence and
compromised systems for any forensic
artifacts of sensitive data exﬁltration.
Bitcoin Payments
Even with remediation options, some
choose to pay the ransom. LIFARS can advise you
though these hard times, including payment.

MANAGED RESPONSE & REMEDIATION
Threat Hunting
Detect threats, including advanced or
targeted attacks that have bypassed
existing perimeter controls.
Incident Response Management
Manage incidents remotely by
utilizing endpoint, network, and threat
intelligence advanced analytics.

Secure Code Review

SECURITY ADVISORY
Compliance Advisory Service
Understand your vertical and geographical
regulations to implement the framework of
your choice, and align your policies
and procedures accordingly.
Elite Technical Training
Empower your security team with the latest
technologies, detailed insights on the evolving
threat landscape, indicators of compromise,
and investigative & remediation techniques.
User Awareness Training
Educate your user base on the importance of
cyber security and the impact they can have
to mitigate risk across various devices.

LIFARS OVERVIEW

LIFARS EXPERTISE
E

Ondrej Krehel, CEO & Founder developed LIFARS proprietary
forensics methodology over a span of 20 years leading and working
on High-Proﬁle cyber security engagements and initiatives around the
world. He is a Subject Matter Expert in the ﬁelds of Digital Forensics
and Cyber Resiliency and holds a multitude of signiﬁcant Information
Security certiﬁcations including the esteemed Certiﬁed Hacking
Instructor, CEI status. The LIFARS forensics’ experts have experience
and acknowledgment across the spectrum of the military intelligence
community, and international alliances such as NATO, Interpol and
Europol. We have remediated several complex high-proﬁle
investigation cases that have hit the news media headlines. Our work
covers the scope of proactive and reactive engagements which often
require attention of the FBI, CIA, NSA and more.

Speed
Time is money. LIFARS gets
you back up running swiftly
and securely.

ABOUT LIFARS
LIFARS is a global leader in Incident Response, Digital Forensics,
Ransomware Mitigation and Cyber Resiliency Services. LIFARS
investigates hundreds of incidents each year. Our reputation is known
world-wide, and LIFARS expertise is called on by intelligence agencies
such as the FBI, Homeland Security, Secret Service, and Interpol.
LIFARS executes with military speed, precision, and expertise. Results
matter, and your reputation is as valued as ours.
The LIFARS New York Laboratory is an industry pioneer in developing
methodologies to identify indicators of compromise and threat
actors, including those backed by nation states. LIFARS has
investigated and responded to all types of cyber threats from
intellectual property theft, extortion, hacking of celebrity social media
accounts, money transfer, to serious breach attacks and sabotage
from nation states.

Precision
LIFARS collects evidence
for prosecution where
others have failed.

Expertise
LIFARS has elite knowledge and
insight called upon by intelligence
and law enforcement agencies.

CERTIFICATIONS
ACE | CCFP | CCNA | CEH | CEI | CISA | CISM | CISSP | EnCE | GWAPT | KLCP | PMP | SCJP
CompTIA Security+ | CIPP | CRISC | PCIP | C/CISO | ITIL | CGEIT

Contact LIFARS to Learn More
www.lifars.com | 212.222.7061 | info@lifars.com

